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Overview 
VM Racks works with you to design 
a HIPAA Compliant Hosting 
solution that is affordable and 
secure. VM Racks specializes in 
HIPAA Hosting 
and delivering 

services including: 
 Secure VPN Connections 
 2 Factor Authentication 
 Anti-Virus Protection 
 IDS / IPS 
 Web Application Firewall 
 Multi-tenant Isolation 
 Host Intrusion Detection 
 Server Audit Logs  
 Off-site Backups  
 Managed Firewalls  
 Encrypted Hard Drives  
 Data Destruction Policy 

Additional services include: 
 Vulnerability Audit Surveys 
 Site-to-site VPN Tunnels 
 ThreatStop Botnet Firewall 

Datacenter Operations 
 SAS70 Certified 
 N+1 Redundancy 
 24/7 Staff 
 Video Surveillance 
 Man traps 
 Biometric Scanners 

Network Attached Storage 
Nexenta Commercial NAS for 
robust data storage. Based on 
Zetabyte File System (ZFS) using 
raidz configurations for fast and 
reliable storage.  

VMware High Availability 
Virtual machine migration to a 
healthy ESX host in the event of 
hardware failure or resource 
capacity constraints.   

vSphere Client Access 
Gain access to vCenter's resource pool in order to 
manage virtual machines, including power on, power 
off, snapshots, cloning & more.  

Offsite Backups 
VM Racks ensures your backups are safe by keeping a 
copy off-site as well as meeting the HIPAA guidelines. 

Multi-Tenant Isolation 
Protected networks to prevent one client from 
accessing another client's virtual machines, 
implemented with VMware's vShield virtual firewalls. 


